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Purpose and Scope
Establish responsible, ethical use of Generative AI within the City of Greenfield (COG) to harness benefits while mitigating risks. This policy applies to all COG employees and third-party collaborators and will be periodically reviewed and updated by City of Greenfield’s Information Technology Department as AI evolves.
Platform and Access
Exclusive use of GovAI and city-provided accounts is required.
Only GovAI may be used for all AI-related activities; alternative AI tools/engines are not permitted.
Access must be through COG-issued accounts. Personal or non-city GovAI accounts are not allowed.
COG employees should not use generative AI systems such as ChatGPT, Google Gemini, and Microsoft Copilot on COG networks or equipment.
Any use of AI Software outside GovAI, even if they are free or part of a pilot or proof-of-concept project, must be approved by COG IT.  This requirement applies to downloadable software, Software as a Service, web-based services, browser plug-ins, and smartphone apps.
AI Principles (aligned to NIST AI RMF)
Safe, secure, and resilient: Never use AI that endangers people, property, or the environment; maintain human control.
Valid and reliable: Ensure accurate, dependable outputs and demonstrable system performance.
Fairness, inclusion, and non-discrimination: Address harmful bias; support equitable outcomes, with attention to historically marginalized communities.
Privacy and data protection: Respect anonymity, confidentiality, and user control; comply with privacy laws and standards.
Accountability and responsibility: Employees are responsible for the performance, impact, and consequences of AI use in COGformation.
Transparency and auditability: Keep records of AI processes and make information about systems and outputs available to users.
Explainable and interpretable: Be able to explain how and why AI decisions are made and their meaning for users.
Public purpose and social benefit: Use AI to deliver better, more equitable services and outcomes.
Legal compliance: Follow all applicable laws, regulations, and policies (data protection, IP, privacy, etc.).
Governance: Fact-checking, Bias Reduction, Review
Content produced by generative AI systems may include copyrighted material.  City employees are required to perform due diligence to ensure that no copyrighted material is published by the city without proper attribution or without obtaining proper rights.
Users must review and fact-check AI-generated content; verify it is not inaccurate or outdated.
Employees should carefully review any content generated by AI to ensure that any instances of bias, offensive or harmful material and inaccuracies are changed or removed from the AI outputs.
Compliance with Policies and Regulations
Exclusive use of GovAI and city-provided accounts is required.
Do not share COG data, personally identifiable information (public or employee), or confidential information with unauthorized third parties or generative AI systems.
Be aware that using generative AI may create a public record under Indiana’s Access to Public Records Act (APRA).
Data Handling and Privacy
Follow COG data minimization, security, privacy, and public records requirements:
Data collection: Collect only data necessary for the intended AI use; comply with data protection rules.
Data security: Implement robust controls to prevent unauthorized access, disclosure, or misuse.
Data privacy: Do not submit confidential or non-public data to generative AI systems. No COG data or records—including prompts/inputs—may be used to train or fine-tune models outside COG control. Do not use AI technologies that cannot prevent COG data from contributing to their models.
Public records: AI-generated/used/stored records may be public records subject to disclosure. Vendors must support retrieval/export of all prompts and outputs. Employees must maintain or be able to retrieve records of inputs and outputs per COG records management and disclosure policies.
Compliance and Enforcement
The COG IT Director or designee will review compliance, including audits and assessments.
All employees must follow this policy when using generative AI in a COG context.
Noncompliance may result in disciplinary action up to and including termination per city policy.
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